Retention, Disposal & Archiving
Policy

The following policy relates to all OPCC employees (including voluntary, temporary,
contract and seconded employees) who capture, create, store, use, share, dispose
or otherwise process information on behalf of the OPCC for Lancashire.

These persons shall be referred to as 'users' throughout the rest of this policy.

The Office of the Police & Crime Commissioner for Lancashire shall be referred to as
'OPCC' throughout the rest of this policy.

Statement

The OPCC is committed to managing records in physical and electronic form
throughout their lifecycle from creation, through use and disposal. Management of
records in line with a Retention, Disposal and Archiving Policy is essential to
maintaining legal and regulatory compliance and enabling the OPCC to meet its
business goals.

Scope of Policy

The OPCC is committed to consistently managing records, maintaining them in line
with its retention schedule and disposing of them appropriately and securely. This
policy lays out the responsibilities and requirements of users in relation to retention,
disposal and archiving. This policy applies to all records created and used within the
OPCC in both physical and electronic form. It applies to records held in all buildings
and on all systems, web applications, Azure cloud drives (network drives), M365
Teams, SharePoint, chat and One Drive.

It covers:

Responsibilities

Retention Requirements
Disposal/Destruction Requirements
Microsoft365

Weeding

Permanent Preservation

Legal Holds

Applicable Legislation
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1. Responsibilities

The OPCC has a responsibility to create, maintain and dispose of records in line with
relevant legislation and the regulatory environment.

A record is defined as: 'Information created, received, and maintained as evidence
and information by an organisation or person, in pursuance of legal obligations or in
the transaction of business — The International Standards Organisation (ISO). All
users have a responsibility to ensure they retain and dispose of their records in
accordance with this policy and other relevant OPCC policies, as outlined below and
not to keep longer than required or disposed of prematurely. It is the personal
responsibility of all OPCC employees to act in accordance with the principles
outlined in this policy, with any who fail to do so being held accountable. This applies
to both physical and electronic records.

Information Asset Owners (IAOs). IAOs ensure that all assets under their
control are following retention schedule rules. They have ownership of the
assets and are therefore responsible for ensuring adherence to this Policy.

IAOs are responsible for authorising the destruction of information when

required.

Electronic records that need to be retained for business purposes should be stored
in an appropriate location that is secure and accessible to all relevant personnel, e.g.
in a shared drive,. Information should only ever be stored in OneDrive if there is no
other suitably secure location,. OneDrive means that any information located there is
only accessible to you and not to other staff who may need it, so it is expected that a
minimum amount of information should be stored there.

Information should only be retained beyond its retention period in limited
circumstances. When conducting a review, the following factors should be
considered:
¢ |s the information required to fulfil statutory or regulatory requirements?
¢ |s the information relevant to ongoing litigation or subject to a legal hold?

e Is the information the subject of an information request of related to
information recently disclosed in a response?

e |s retention required to evidence events in the case of a dispute?
e Does the information fall under the selection criteria for permanent
preservation and transfer to The National Archives?
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¢ |s the information required for a Public Inquiry?

e |s there another demonstrable business need for retaining the information?
2. Retention Requirements

All records created and used by the OPCC are governed by a comprehensive
Retention & Disposal Schedule which specifies the length of time that records should
be retained prior to disposal in line with current legislative and business
requirements. It provides a single reference point for users to confirm how long
records should be kept, based on legislative and regulatory requirements alongside
business need. If there is no legally defined retention period for corporate
information, it is the responsibility of the relevant IAO(s) to determine an appropriate
retention period. The IAO(s) must agree the proposed retention period to ensure:

e Retention triggers are clear and consistent

e Retention periods are not excessively long and are consistent with the rest of
the schedule

e The correct retention source has been identified

e |AO approval has been obtained for any new entries with an action of
'destroy".

We assign clearly defined retention periods to our information to ensure it is kept for
the appropriate length of time. Each retention period has three elements:

e Trigger — the action which begins the retention period (eg 'End of Financial
Year' or 'End of Employment'

e Retention Period — the length of time the information will be kept.

e Review Action — either 'Extend’, 'Destroy' or 'Archive' (see also paragraph 6
below)

» If the action is 'Extend’, the information must be reviewed by the
relevant IAO(s) to ensure it is relevant for either temporary or
permanent extension to be reviewed again at a future date. A record
containing what has been extended and the individual who authorised
it should be created and maintained.

» If the action is 'Destroy’, the information can be destroyed without being
reviewed in line with procedure. IAO approval is not needed prior to
destruction. No record of destruction is required.

» If the action is 'Archive’, the information must be sent to Records
Management and the relevant forms completed.
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Any proposed additions or changes to retention periods must be sent to the
Governance, Compliance & Reviews Manager and in consultation with the IAO(s)
and the Chief Executive, a decision will be made and signed off by the relevant
IAO(s).

The Retention & Disposal Schedule will be reviewed on an annual basis by the
Governance, Compliance & Reviews Manager.

The OPCC expects users to adhere to retention requirements, such as:

e Legal Requirements — The OPCC manages records in line with legislative
retention requirements and recognises that the law requires retention periods
be applied to records. Records should be managed in compliance with
relevant sector-specific legislation and information legislation such as the UK
General Data Protection Regulations (UK GDPR), Data Protection Act (DPA)
(2018), the Freedom of Information (FOI) Act (2000), the Environmental
Information Regulations (EIR) (2004 ), the Public Records Act 1958 and the
Inquiries Act 2005.

e Subject to business requirements — the OPCC recognises the importance of
retaining records in line with the information needs of all users, teams, and the
organisation as a whole.

e Comprehensive — the OPCC is committed to ensuring comprehensive
management of records where they exist in hybrid form and regardless of
format. Records of the same type must be kept for the same amount of time,
whether in physical or electronic format. Users responsible for these records
must ensure retention is comprehensively applied. Where copies may exist in
different formats all should be disposed of at the same time.

3. Disposal/Destruction Requirements

The OPCC expects all users to adhere to the record disposal requirements, by using
the confidential waste service across LCC and Constabulary buildings to dispose of
physical records which have reached the end of their retention.

The OPCC expects the disposal of records by users to be:

Lawful — The OPCC is required to dispose of records under legislation such as the
Public Records Act and the Data Protection Act 2018. If a record is subject to a
request under the FOI Act or the EIR, it is an offence to dispose of, or amend it,
before the end of its retention. Records may be subject to legal holds as a result of
an inquiry or similar legislative process. For example, the Covid 19 Public Inquiry
means that we must keep records relating to Covid 19 which may be called upon as
evidence during the Inquiry even if this means keeping information beyond their
retention date. To knowingly destroy records relating to an inquiry is an offence
under the Inquiries Act 2005.
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Secure and confidential - Records must be disposed of in a way that ensures the
security of information. A confidential waste service is available across LCC and
Constabulary for small and large quantities of records. Users should not dispose of
records in the general waste recycling or office waste bins but use the recycle bins
which are clearly identified as confidential disposal. These bins are locked, and it is
only in exceptional circumstances, and with appropriate approval, that you would be
able to have any documentation removed from the bin. LCC has in place a secure
disposal contract with an external recycling firm for ICT equipment which is industry
compliant in terms of shredding, shredding size and secure disposal. Facilities
Management are responsible for ensuring that such bins are available at all LCC
sites.

Built into systems and processes - Disposal actions like auditing and selecting
records due for disposal ought to be included in existing work processes, ensuring
regular and systematic disposal.

Monitored and tracked — The OPCC recognises the importance of monitoring
disposal to ensure compliance with the Retention & Disposal Schedule and the
requirements laid out in the Policy. The OPCC expects all disposal to be tracked, to
keep an audit trail of what was deleted or destroyed.

4. Microsoft365

In early 2021 LCC implemented Microsoft365. Users are expected to apply records
management processes, including retention and disposal processes, to all
information created and stored within M365 as part of the OPCC work

processes. Users are expected to work with the SMT to ensure appropriate
processes and retention periods for records are in place. This should be done in
conjunction with other policies and guidance relevant to M365.

Users are responsible for capturing and retaining emails identified as records in
relation to their own job, service or function.

5. Weeding

Not all information we create has long term value. Our Retention, Disposal &
Archiving Policy does not include redundant, obsolete or trivial (ROT) information.
This should be destroyed periodically by each work area as part of routine
housekeeping. Approval or sign-off to delete ROT information is not required.
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'"Weedi

ng' does not apply to corporate records included in the Retention Schedule,

which should only be destroyed when they have reached the end of their retention

period.

Information should be 'weeded' for two reasons:

o T

o ensure that we are not wasting money or space (either digital or physical) by

storing ROT information.

° T

0 make the process of reviewing and appraising records easier. Sifting

through low-value records makes this process more time consuming.

Below

are common examples of information which are usually of limited value once

they are no longer in use and can be weeded through housekeeping. This should

not be

>

seen as an exhaustive list.

Drafts — Draft documents lose value and can become obsolete once a final
version has been published. However, on some occasions where significant
changes or deviations have taken place, a draft may be retained to show how
the final decision was made.

Emails — Outlook has an automated retention period that retains emails. It is
important that information assets are saved to shared spaces, to provide
evidence of decisions made or action taken. Once a conversation has
reached a significant point, any earlier emails from this chain can be deleted.
However, we are currently using LCCs IT and therefore must comply with
their retention around emails which is currently 6 years.

Duplicates — We should not retain any duplications. Duplications can lead to
multiple versions of information which can cause confusion.

Research Material — \Whether developing policy of preparing to give advice,
research material may be created or collected, such as notes or copies of
guidance from external organisations. The value of this information
decreases once the final version has been created.

Limited Long Term Operational Value — Some information may be of
importance for only a short period of time and then become redundant. This
information should be 'weeded' as soon as it is no longer required.

Weeding should be done on a regular basis to ensure that clutter does not build up
over time. Itis up to each team to decide a reasonable schedule for housekeeping,

based
should

on their resources and the amount of information they generate. 1AO(s)
encourage weeding on a regular basis.

Weeding should cover all information the work area stores, papers or digital,
regardless of the system it is held on. This includes personal drives and desktops.
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6. Permanent Preservation

Documents should be selected for permanent preservation if they are identified as
part of the corporate history or for historical or research purposes and, where
appropriate, refers to the specific legislation which has bearing on the reason for
creation or retention.

Documents which have been marked for permanent preservation must be clearly
marked to ensure they are not destroyed. These documents will be transferred from
Records Management to Lancashire Archives who have their own policies and
systems in place to ensure compliance with the Act.

7. Legal Holds

As a public authority, we are responsible for ensuring that any information under a
legal hold is identified. A legal hold is the process of preserving all forms of
information relevant to legal proceedings. If a legal hold is in place, there is a freeze
on the destruction of any relevant material held by the organisation.

A legal hold might be required if information relates to a Public Inquiry or if it pertains
to any litigation that the PCC is involved with, such as an FOI complaint which is
subject to appeal. If you are unsure whether information in your possession fall
sunder a legal hold, contact the Governance, Compliance & Reviews Manager for
advice.

When information falls under a legal hold, it should be clearly marked as such so it is
not accidentally included in any scheduled destruction.

Under the Inquiry Rules 2006, those responsible for public records have a duty to
make arrangements for the selection of all information they hold which contains or
may contain content as identified in relation to an investigation.

Following the closure of the Inquiry, the information should be reviewed by an IAO(s)
to determine how long it needs to be retained.

7. Applicable Legislation

The correct management of records should ensure compliance with the following
information legislation.

e Freedom of Information Act 2000 — including the Code of Practice Section 46
(FOIA)

e Environmental Information Regulations 2004

« The UK General Data Protection Regulation (UK GDPR)
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Data Protection Act 2018,

Public Records Act 1958 (PRA 1958)

Limitation Act 1980

Inquiries Act 2005

Sector specific legislation, statutory guidance, and best practice

Correct management will ensure that records are retained for long enough to meet
any requirements under FOI/EIR and are also disposed of in compliance with DPA
2018. Users have legal obligations in line with the above legislation regarding the
handling of information. The DPA 2018 assigns personal responsibility for managing
information in compliance with its requirements.
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