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1 Organisational 
Development - 
Workforce 
Capability 
(Added Oct 2015)  

 
Risks associated with stepping down 
the workforce numbers for 2021. 
- reducing supervisory ranks 
- removing back office resources on 
compliance to prioritise the frontline 
- increasing complexity of demand & 
cross agency service retraction 
- increasing vulnerabilities related to 
workforce well-being and integrity 
- Phase 2 needs to take into account; 
leadership structures, role clarity and 
accountability mechanisms to 
monitor and escalate risk 

 

 

5 5 25 DCC Update 08/07/16 - N. Ashton - The BCU SMT leadership review recommendations 
are nearing sign off and implementation.  The approved model provides a robust 
SMT in each BCU, supported by a further HQ Ops CI who will be based in each of the 
BCUs.  
Nov 2016 - Work to develop BCU led PLACE based operating models is underway and 
initial outline plans have been presented at QPRs held w/c 7/11/16.  The Futures 
team will continue to provide support and guidance to BCUs throughout this 
process.                                                                                                                                                                                                                                                                                                                                                                                                                        
Mar 2017 - Work ongoing with OD Supts to develop plans to support place based 
models focusing on capacity and capability. OD Strategy themes agreed as Culture, 
Leadership, Workforce Development, engaged Workforce & Public Engagement. 
Review into IR Model and capacity about to begin to respond.                                                                                                                                                                                                                                                                                                                                                                                                                                                        
Aug 2017 - CIS undertaken looking at strategic priorities, objectives and leadership 
engagement with staff. Strategy being developed through monthly OD meetings. 
Sept 2017 – Insp. Barton - Staff engagement strategy being prepared regarding the 
delivery of our purpose and objective to our leaders, with a particular emphasis on 
our 1st and 2nd line managers.  
 
2 staff members have been temporarily seconded to HQ OD to work on the delivery 
of leadership development and PDR/ CPD. 
 
Nov 2017 – Liz Riding - following data collection from QAM, HMIC, Staff survey and 
cultural work the following areas have been prioritised for OD activity: 
 
•          CPD/ PDR/ Talent Management 
•          Leadership development and team effectiveness 
•          Wellbeing and People 
•          Vulnerability – skills gaps and capability 
•          Local Policing development 
• Connect – capability of workforce 
 
The first large scale planned OD change intervention took place on Monday 23 
October to inform the promotion process review. 
In addition to this, work is ongoing to examine staff engagement data with BCU and 
Place leaders to develop bespoke plans and briefings are being organised to facilitate 
the embedding of the Purpose and Objective across all staff groups from December. 
A CPD calendar is being developed to address some of the emerging gaps. 
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2 Custody & 

insourcing of CDOs         

(added Nov 2017) 

 
Lancashire’s custody provision must 
evolve to meet changing demands & 
significant threats currently faced.  

It is vital that vulnerable people are 
protected and safeguarded, the 
welfare and development of all 
custody staff is addressed and 
ultimately that the model achieves 
value for money. 

Current G4S contract is due to expire 
in April 2018. PCC will agree to 
extend this to April 2019. The PCC & 
Chief Constable have commissioned 
a review of custody services, which 
include a plan to insource CDO’s by 
April 2019. 

 

 

 

5 5 
 

25 DCC  
Nov 2017 – Supt. Edwards - the current G4S contract due to expire in April 2018, the 
PCC will agree to extend this contract for a twelve month period. PCC & CC have 
commissioned a review of custody services, which include a plan to insource CDO’s 
by April ‘19. Further work to be undertaken around this initial outline of risks: 
 
Resilience - If insourcing CDO provision, awareness of foreseen risk maintaining safe 
staff levels & probable reduction in dynamic & responsive movement of staff to 
cover abstractions. S. Wales insourcing left them short of CDO numbers from outset 
& staff sickness levels rose to 15%. 1 day course given to cohort of PCs to backfill 
CDOs. Training, financial, welfare, risk & liability issues. Any redesign must be 
considered alongside wider Futures work. Custody environment is a high risk 
business area to detained persons, staff & the organisation.  
 
Welfare - Likely additional staff would be required for an insourced model. S. Wales 
currently: Ch. Inspector, 4 Custody Suite Inspectors, 2 Strategic Custody 
Management Inspectors & 4 Custody Sergeants at the centre. Lancs, with slightly 
more throughput & 2 more custody suites, operates a lean structure of 1 Ch. 
Inspector & 3 Custody Management Inspectors (CMIs) - responsible for 2 custody 
suites each & over 20 sergeants each (highest ratio of Sgts supervised by any 
inspectors in Lancs). The 3 CMIs would also become 2nd line managers for an 
additional 100 members of staff should we insource. Demand & staff welfare must 
be factored in to the review to mitigate any risk.  
 
Communication with existing staff, including G4S staff is vital. Any significant 
organisations change does have an impact on wellbeing and morale, and this risk 
must be mitigated by an effective communications plan. 
 
Impact on Departments – HR – TUPE Regulations, Recruitment, Payroll, JE, Pension, 
Rotas & Working Hours, Leave Entitlements, Maternity, Paternity, Adoption. PSD – 
complaints relating to custody staff. G4S staff transferring under TUPE responsibility 
for any complaints also transfers. Risk of adoption of liability. VETTING – G4S staff 
would transfer with their current vetting levels. Further vetting would need to be 
undertaken where necessary. Redeployment potential for staff that don’t meet the 
standards. 
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3 Fracking         

(added Nov 2016) 

 
Increased Community 
tension/community disruption – well 
established anti-fracking campaign 
groups, national campaigners 
resident on protest camps 
established in the vicinity of PNR 
may revert to direct action 

Impact upon everyday business/cost 
– if we get protracted protests 
involving national and local 
protestors it could potentially be 
resource intensive 

Reputational Damage – bad publicity 
resulting from mismanagement of the 
issue or complaints against police or 
the perception of the local community 
that the police have reacted in a 
disproportionate manner to protest 
could have a significant impact upon 
the reputation of the Constabulary. 

5 5 
 

25 ACC 
Spec 
Ops 

Nov 2016 - Added to register - Seismic testing/test drilling in Lancs since 2010.  
 
Oct 2016 - Cuadrilla given permission to drill at Plumpton.  
 
July 2017 - Op Manilla continues to be a PLT led public safety operation. Multi 
agency bi weekly TCG meetings & bi-monthly SCG meetings being held in order to 
ensure consistent joined-up approach with partner agencies. Regular logistics 
meetings are also being held with Cuadrilla in relation to the scheduling of deliveries. 
Environmental action group ‘Reclaim the Power’ conducted 31 days of non-violent 
direct action during the month of July. Saw significant increase in protestor activity 
with over 100 attending the site. Protestors also attending site at night & obstructing 
entrance. Drilling rig has been delivered to site. Plans are currently being developed 
with Cuadrilla in order to facilitate the safe operation of the site.         
                                                                                                                                                                                                                                                                                                                                                    
Aug 2017 – Nov 2017 - Following the protracted protest over the summer after 
delivery of the drilling rig in July and the withdrawal of Reclaim the Power the level 
of protest has decreased considerably. 
 
There are still significant numbers of protestors on Mondays, Wednesdays and 
Fridays with a mix of both national (based at the 3 camps) and local protestors. 
There are a number who have gone over to protest at Kirby Misperton, but drilling at 
that site is almost complete and a number of protestors have drifted back to 
Plumpton during the first half of November.  
 
Whilst we are still having sporadic acts of direct action including lock-ons and acts of 
vehicle surfing we are attempting to return to a Police Liaison Team led approach on 
most days. The main local campaign groups have said that they consider the drilling 
stage to be an ‘observation phase’, but they have made it quite clear that along with 
national groups they will use all means at their disposal to oppose the delivery of the 
fracking rig and the removal of the waste water.   
 
In terms of timescale it is likely that the fracking rig will not arrive until the end of 
January 2018 and fracking will begin in February. Reclaim the Power and other 
national groups will return in February with a view to attempting to disrupt 
Cuadrilla’s operations. 
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4 Force Control 
Room – 
Excessive 
Demand            
(added Nov 2017) 

During 2017 police forces throughout 
England and Wales have reported 
significant demand on their call 
centres.  Many forces are reporting 
an increase in ‘101s’ and ‘999’ calls 
and this has been the case in 
Lancashire. 

The current FCR structure and 
working practices cannot manage or 
deal efficiently with the level of 
demand. Resulting in significant 
performance issues with our service 
provision to the Public, both in 
answering the phone and deploying 
to incidents. This is and will continue 
to impact significantly on the forces 
ability to achieve its overarching 
ambition. 

 

 

5 4 
 

20 ACC 
Spec 
Ops 

 
Nov 2017 – Supt Robertshaw - Roll out the South Pod pilot across all 5 teams, to get 
full 24 hours coverage (Futures demand analysis team and T/CI Cooper) 
Business case being prepared to increase the overall staffing establishment of the 
FCR.  Anticipated this will both assist in dealing with current demand levels and 
compliment the implementation of Pod working in the FCR (Control Room SMT)  
Systems thinking work streams to look at more efficient ways of working within the 
FCR (Futures demand analysis team and T/CI Cooper) 
Business case being prepared to undertake a complete re map of the FCR to embed 
Pod working in all three divisions (Supt Robertshaw and T/CI Cooper) 
The roll out of the full functionality of the Connect Public Engagement in October 
2018 will if properly embedded in the working practices of both the FCR and 
operational officers, has the potentially to greatly reduce demand on the FCR in a 
number of areas of high volume business 
 
The South Pod: Call Handlers, Dispatchers, Supervisors & Police Officers are all 
together in a single ‘Pod’ for the South Division area. Calls for South are 
geographically routed so they’re always answered by a South operator in the Pod - 
unless none available & call will be taken by 1st available operator in the wider room. 
Close proximity of staff means there is increased knowledge and expertise available 
& better decision making. New staff closer to experienced colleagues - benefits 
learning & skills development. Staff have enhanced local knowledge - better 
interactions with callers. Staff interactions are encouraged & facilitated which has 
resulted in streamlined processes, reduced waste, and shorter ‘end to end’ 
processes – which means better quality of service for the public. 
The Pod provides a much healthier working environment that promotes internal 
learning and a structure that meets demand, at the pace of demand. It designs out 
numerous areas of waste & duplication and the culture that has discouraged staff 
from making decision. 
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5 Data Protection 
Reform          

(added Oct 2017) 

 
In May, 2018, the Data Protection Act 
1998 will be replaced by a new Data 
Protection Act which incorporates 
European legislation; the General 
Data Protection Regulation and the 
Law Enforcement Directive.   The 
new legislation seeks to further 
protect privacy rights in the ever 
evolving digital age and bring about 
new mandatory obligations for data 
controllers.  

 

The reform will bring about 
substantially higher fines for non-
compliance (up to £18m). Failure to 
comply could have reputational 
impact also.  Compliance with DP 
helps facilitate efficient and effective 
policing.  

 

 

5 4 20 DOR Oct 2017 – Added to Register - Appropriate accountability and governance are 
critical to ensuring compliance. Ultimately, the Chief Constable, as Data Controller is 
responsible for compliance. Data Protection Officer becomes a statutory role, with 
specific responsibilities to monitor & advise on compliance and issue 
recommendations to the data controller. Data Controller is also required to ensure 
the DPO is resourced to carry out their tasks. DPO has been reporting to DOR, as 
Senior Information Risk Owner, on progress towards achieving compliance. 
 

Consideration of Force Information Governance structure & resources to achieve/ 
maintain compliance is required.   
 

Other work required :  
 
Info mapping; data flows to be identified & recorded with legal basis established.  
Data Protection by design will need to be embedded within the organisation. 
Where processing based on consent; this will need to be reviewed and recorded. 
A review of 3rd party contractual provisions & contracts to ensure new statutory data 
protection clauses are inserted.   
Breach reporting procedures are in place but will require resourcing.  
New and revised privacy notices.   
New and revised policies and procedures. 
 Logging of processing in automated systems.  
Training and communication. 
 
Nov 2017 – C. Melling - Work on-going to comply with Force Action Plan.  Proposals 
to be developed re structure before by 31/12/17, to take account of any national 
guidance emerging.  Information Asset Owner CPD to commence in November.  
Options being explored in relation data mapping requirements.  Information Risk 
Register to be populated as issues emerge.  ‘Awareness’ campaign commenced with 
blogs.  This will increase in the new-year as part of a co-ordinated blended campaign, 
seeking to raise issues in an operational context and highlighting personal 
responsibilities.   
 
 
 
 
 
 
 

C
ar

l M
el

lin
g 

Dec 2017 



Joint Audit and Ethics Committee 
11 December 2017 Appendix A Item 14 

6 | P a g e  
 

 
Risk Title 

P
ro

b
ab

ili
ty

 

Im
p

ac
t 

R
is

k 
G

ra
d

e 

SRO Updates and Notes Owner 
Next 

Review Due 

6 Evidence 
Related 
Property (ERP) 
(Added Oct 2015) 

 
A "no assurance" result from an 
internal audit of ERP process and 
function. 
 
- Potential risks relating to evidential 
property 
 
- Risks of health and safety to force 
staff  
 
- Damage to the Constabulary's 
reputation 
 
- Financial loss should property 
assets lose their evidential value or 
become lost or misappropriated" 

 
 
 
 
 
 
 
 

5 4 20 DOR RMG 13/10/15 - Action plan to mitigate risks identified developed.   
Jan 2016 - C Ewen - 12 Temp property assistants being recruited. 
Apr 2016 - J Driver - ERP transfer to CJ and Temp ERP Manger in post working on 
action plan starting with high risk areas; firearms/cash/drugs, staff training and 
policy & procedures. 
July 2016 - J Driver - Action plan being progressed: High risk areas - new procedures 
in place and monitored by ERP Manager. 
Nov 2016 - Debbie Bennett - Work ongoing. Recruitment exercise to fill temp. 
Budgeted structure complete. Staff will be in post Dec 2016/Jan 2017.  
09/12/16 - Mr Cosh - An audit has shown ERP received a non-assurance: significant 
risk.                                                                                                                                                                                                                                                                               
May 2017 - R. Emmett ERP Manager – Skelmersdale Store now closed. Temp staff 
contracts extended til March 18 & work continues to reduce backlog, closure days 
implemented at West & East to assist with the work, reduction in items stored.                                                                                                                                                                                                                                                                                                                                                                                                       
 
July 2017 - ERP Audit Report: 23 actions total, 10 implemented, 5 part implemented, 
3 superseded. 6 further low and medium risk actions identified.                                                                                                                                                                                                                                                                                                                                                                                                                                                                          
 
Aug 2017 Rachel Emmett, ERP Manager – work on-going to reduce backlog of 
records, including Return to Owners, Disposals and Awaiting Entry however there 
are several vacancies at present, recruitment in process, progress slowed as daily 
tasks must be maintained. Policy work is nearing completion and will be close to 
submission for approval end Aug/early Sept. Increased auditing of records, safes and 
drugs is now standard procedure & firearms destruction collections arranged to 
reduce build-up in stores. Overall work is progressing well but will take time due to 
sheer number of old records still live on the system where OIC’s & line managers 
have left. If access to C3PO is removed this work will slow down as this is often the 
only system to refer to for many cases linked to ERP records. No change to the risk 
score.   
 
Sept 2017 several vacancies held in department which has slowed progress 
considerably – recruitment in progress, data cleansing of ERP system has also been 
affected due to sickness. The disposal process has been revised to ensure more 
stringent checks are in place to reduce errors that are evident in this area. 
 
Nov 2017 - Rachel Emmett - Vacancies not yet filled – currently at vetting stage. ERP 
Figures from Oct show progress in clearing back log of records has been adversely 
affected by staff shortages and there is an increase of items in stores in all areas, 
including awaiting disposal and return to owners.  ERP ICT Upgrade has been 
approved and initial project meeting is taking place early November. 
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7 CCTV - 
Management of 
CCTV systems 
(added Nov 2015) 

 
- Lack of control of data 

- Quality of footage 
- Vulnerability re visible deterrent to 
criminal attacks at Constabulary 
premises 
- Inability to support investigations re 
hostile reconnaissance 
- Reduced ability to support post 
incident investigations re identifying 
offenders 
- Constabulary fined, once 
enforceable 
- Inability to comply with Freedom of 
Information (FOI) 
- Breach of Data Protection 

 

5 4 20 ACC 
Territorial 

CCTV list compiled, details of compliance/gaps against checklist. Custody CCTV & 
ANPR policy and RPU in car CCTV being assessed for compliance. Jan 16 - C Ewen - 
Divisional information returned.  RAG assessment completed. Mar 16 - J Puttock - 45 
sites currently have CCTV - some non-compliant & need upgrading for COP 
compliance.  RAG lists indicate 57 sites requiring CCTV. 
25th July 2016 - C. Ewen - ICT to meet with external company re: siting of cameras & 
unit costs. Phased installation to be completed as per RAG assessment.  
20th Sept 2016 - E. Newton - Ajartec appointed by Business Support to perform 
landscape review of site requirements. Project  led by Business Support with ICT as 
key stakeholder       
December 2016 - Dean Barlow - Costs approved for scoping exercise. Contractor to 
commence on receipt of site data. 
 
March 2017 – A Force wide Site Security CCTV scoping exercise is being conducted 
due end Mar 17.  Aim to apply in 6-8 months for full certification rather than Desk 
top certification.  Will complete self-assessment tool, and submit other documents 
(privacy impacts, policies etc.) to one of the certification bodies.  Focus of CCTV will 
be on the perimeter, however high risk buildings e.g.: public enquiry desks, or main 
HQ bldg, site B, Pavilion etc. will have internal CCTV at exits/entrance.  Consideration 
to armories, ERP and Taser rooms.                                                                                                                                                                                                                                                                                            
 
June 2017 - Scoping exercise done - updated with Front Counters closure 
information. Final report from Ajartec due by 7th July. Costing to be confirmed, 
budget identified. Due to recent issues at Greenbank final plans expedited - 
installation start date Jul 2017. Draft Site Security CCTV Policy to be circulated for 
consultation and sign off by end June 17.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          
 
Aug 2017 - D. Barlow - Report due imminently and once done we can proceed with 
costing. The policy has been completed and is waiting to be sent out.  It will be Sept/ 
Oct for next update. 
 
Nov 2017 – C. Ewen - Draft Policy has been shared with the auditors who we met 
with in October. Good feedback and some points raised that will be included in the 
policy prior to it being sent out for wider consultation. Meeting arranged with 
Ajartec for Tuesday 28th November to agree final costing and implementation plan 
for roll out of CCTV across Force. Once costing have been received an IDT is to be 
completed in conjunction with procurement for final sign off. 
The proposal is that installation will be completed by March 2018. 
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8 Funding   

(Added Oct 2015) 
                                                                                                                                                                                                                                                                                                                      
There remains uncertainty over 
funding levels for 2017/18 onwards.  
Although the settlement for 2016/17 
stated that police spending will be 
protected in real terms over the CSR 
period (2016/17 to 2019/20) 
assuming precept is maximised, the 
actual allocations to individual Forces 
are not published for future years.  
 
The impact of BREXIT on public 
services is unknown. PFF changes 
are also still under consideration.  
 
Any impact & timescale of 
implementation is uncertain. 

 

5 4 20 DOR July 2016 - A. Brown - Previous risks have been around uncertainty of the 
Comprehensive Spending Review & impact of any proposed changes to the Police 
Funding Formula (PFF).  
For 2016/17 budget agreed & after consultation and representation no changes 
made to PFF in that year. Regular updating of the Medium Term Financial Forecast 
to assess likely level of available resources & reductions/increases in demand will be 
undertaken and the financial gap reported to senior management/PCC.  
Nov 2016 - Mr Cosh - The greatest risk at the moment relates to the recently 
announced review of the police funding formula which exposes the force, based on 
the impact of the proposals last year, to a range of funding loss between £8million 
and £24million. The Constabulary has set up a Gold Group chaired by the Director of 
Resources to manage and assess the proposals and information that emerge from 
the review.  
 
March 2017 - The outcome of the review of the PFF is still awaited and therefore the 
impact for Lancashire remains uncertain. The current MTFF assumes a loss of grant 
of £8.5m.                                                                                                                                                                                                                                                                                                                    
 
July 2017 - Alan Brown - Medium Term Forecast extended to 2022/23 and indicates 
a gap of £27m before any Council Tax assumptions. Should the PCC agree to increase 
CT by 1.99% per year over the next 5 years the gap would reduce to around £19m.  
No announcement has yet been made on the Police Funding Formula review but 
anticipated that implementation will be in 2019/20 rather than 2018/19. Loss of 
grant from revised PFF still assumed at £8.5m but re-phased  in the forecast to 
reflect anticipated delay.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          
 
Aug 2017 - No Further Update Expected until Dec 2017 - A. Brown (confirmed Oct 
2107) 
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9 ISO17025 
Implementation 
(Added August 2016) 
 
Areas in scope are SSD, DMIU, 
Collisions and CSI.  
 
Maintenance of SSD accreditation 
and DMIU ISO17025 implementation 
are the areas where the risk is most 
acute.  
 
Additional risks of particular note: 
i. ICT infrastructure work and costs 
ii. On-going resource requirements - 
Audits 
 
 
                                                                                                                                                                                                                                                      

 
 
 
 
 
 
 
 
 

 

5 4 20 ACC 
Spec 
Ops 

Aug 2016 - added to risk register. Nov ‘16 - Paper submitted to SRB requesting 
further resources to address requirements of DMIU accreditation. Approval received 
for staff through to March 2017, however thereafter any additional resources will 
have to be mainstreamed from efficiency saving identified elsewhere.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          
 
Feb 2017 - J. Shorrock - Approval given for recruitment of 3 x Deputy Quality 
Managers on a permanent basis.   
Feb 2017 - I. Billsborough - DMIU - Plan & £1M capital identified to migrate to 
properly ICT supported IT infrastructure.  Challenging for ICT to deliver within 
accreditation timescales. Estimated 12-24 months ICT work required.  
DMIU Timescales -  

 Internal preparatory work: end April 17 

 Test period: June / July 17 audit  

 Target date for UKAS Audit July 2017 & accreditation by October 17. 

 Estimated ICT lead time and cost - £1M and 12-24 months’ work 
programme 

 Additional work to scope SSD and OCAIT requirements 
Post accreditation requirement to run audits & test compliance.  For DMIU 
estimated 1 x FT staff to complete - similar requirement for each area in scope for 
ISO17025. 
 
Aug 2017 - I. Billsborough - The DMIU infrastructure work is progressing well.  BTLS 
close to proposing solutions. Target for DMIU accreditation: early 2018. 
 
Oct 2017 – I Billsborough.  No change in risk. We are still waiting for guidance from 
the National Accreditor regarding consequences of missing the October 
deadline.  Implementation work and BTLS supported infrastructure development 
continues. 
 
Nov 2017 – I Billsborough - National accreditor has published draft guidance 
regarding non accredited digital forensics capabilities. We are waiting for a national 
working group to review guidance prior to implementing.  BTLS supported project to 
improve & invest in our network infrastructure ongoing and work expected to start 
during this financial year. DMIU staff have commenced working to ISO SOPs which 
will allow us to schedule the UKAS accreditation inspection around May 2018. 
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10 Management of 
Police 
Information 
(MOPI) 
(Added February 2015) 
 
Significant risk due to lack of 
compliance re data management, 
legislation and guidance 
 
- Lack of embedded processes, 
resourcing and management around 
creation, tracking and weeding  
 
- Risk of regulatory enforcement 
action, fines and potential 
reputational damage 
 
- Lack of a dedicated resource to 
drive this work forward 
 
 
 
                                                                                                                                                                                                                                                      

 
 
 
 
 
 

 

4 4 16 DOR Jan 16 - C Melling - Data quality/records management issues remain.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 
                                                                                                                                                                                                                                                                                                                                                                                                                                               
March 2017 - Progress being made under records manager. Agreement in principle 
re: permanent MOPI auditors. Discussion re: resource requirements for RRD.       
                                                                                                                                                                                                                                                                                                                                                           
May 2017 – C Blane - Business Support moving archived box files from Leyland & 
Chorley to new storage facility.  ICT identifying solution for digital storage of pre-
Connect cases.   
                                                                                                                                                                                                                                                                                                                                          
July 2017 - C. Melling - Establishment of 4 FTE posts to undertake RRD work 
progressing.  2x MOPI Auditor posts established.  Data quality issues will be 
highlighted in the PND DQ dashboard & will feature within a new national 
Information Management Strategy - outcome of national MOPI Review Project.  
Further focus on information management will arise from new data protection 
legislation in May 2018.  Engage with identified Information Asset owners in prep for 
new legislation might identify compliance risks.     
                                                                                                                                                                                                                                                                                                                                                                                                                            
Aug 2017 - Cathryn Blane – New Leyland storage facility now operational & archived 
boxes from Chorley / Leyland being transferred on 1st Aug ‘17.  ICT developing IT 
system for secure storage of electronically scanned police records. 
 
14th Aug 2017 - C. Melling - Risk Score remains the same. 
 
Oct 2017 – C. Melling - Risk remains the same.  National PND data quality dashboard 
likely to highlight data quality issues due to be published before year end.  RRD 
resource progressing; this team will begin to address excessive record retention. 
Additional resource agreed for data cleansing, which will also help address further 
issues around data quality.  Retention/ quality issues will also be bought in to focus 
by the new the new Data Protection when implemented in 2018 (see separate item 
on register).  
 

Nov 2017 – C. Melling - RRD resources agreed within the ‘connect 
resources’. This is long term requirement; RRD work both related to and 
outside of CONNECT.   
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11 PPU 
Resourcing 
(Added March 2015) 
 
Insufficient staff to deal with 
increased demand across all 
disciplines of PPU. 
 
- Temporary interim solution provided 
by working with the territorial BCUs 
 
- Futures to find a sustainable 
solution 
 
- Impact of potential future national 
enquiries increasing demand 
 
- Impact of other agency reviews 
leading to increased workload - third 
party referrals 
 
 
 
                                                                                                                                                                                                                                                      

 
 
 
 
 
 
 

3 5 15 ACC 
Spec 
Ops 

Futures to establish resourcing levels with SOC.  Depts to provide an interim 
solution.  ACC Jacques considering issues.  Det. Supts. moved to BCUs for decision re 
numbers and have it as a priority. Jan ‘16 - Futures local delivery work stream to 
identify demand & workforce configuration across Investigation.  First steps trial at 
East Div. with Investigation Hubs. March ‘16 - Increase in MTFF to support PPU areas 
of ARMS risk assessment & investigation. Increase in referrals as a result of recent 
OFSTED LCC review.  Further realignment of Divisional resources in Feb '16 following 
review of Divisional departmental activity and impact.   
 
Dec 2016 - Supt. Webster - MASH review continues to examine Demand with a view 
to reducing it for IR and PPU staff. Investigative team review - initial agreement of 
shift changes at Future/Det. Supt/DCS level – this will follow appropriate course of 
action – Shift Governance/ Staff bodies/ staff consultation to provide short respite/ 
fix. Longer term, demand led review of shift & one team ethos will be undertaken. 
Demand still increasing. Extremely challenging in BCU – detail is evidenced in bi-
annual PPU report.  Det. Supt in BCU managed by moving staff on a daily basis. 
Approval for additional safeguarding officers granted. Shift Governance Board 
approved shift rotas for PPU & CID: start East in June, West & South in Sept. some 
resilience for Detectives & Investigations. Business Case & Operating Models for 
HUBS are in final developments.  
 
July 2017 - currently recruiting agency staff for CID / PPU uplift over summer ref 
workforce modernisation / local investigations / futures.      
                                                                                                                                                                                                                                                                                                                                                                                                                                                                          
Aug 2017 - Identified 45 PIP2 accredited staff to build resilience due to start end of 
August / early September. It will be an ongoing piece of work whilst we review the 
numbers of investigators we actually need and what proportion of them will need to 
be police staff. The impact of these 45 staff on PPU/CID staff will be monitored. 
 
Oct 2017 – Some improvements reported under the new investigative model (i.e. at 
West) however in EAST abstractions continue to be an issue in Investigative teams.  
A number of audit/inspections (inc. HMIC) have identified gaps in supervisory 
capacity in both Child Protection and Domestic Abuse areas. Divisions are working to 
address DA locally under the new structures but CP remains an issue. Work to be 
done through the MASH review to scope any opportunities to reduce burden on CP 
DS’s in particular but will require reviewing again as this has been an ongoing issue 
for some time despite an investment in DS Referral manager posts. 
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12 Connect 
Platform 
(Added February 2015, revised 
Sept 2017) 
 
Phase 1 (June 2016) – the Case and 
Custody modules are now stable 
from a ‘system availability’ 
perspective however the introduction 
of a digitised Case solution continues 
to have a significant business and 
user impact.    
 
 
 
 
 
Phase 2 – (April 2018) – Crime , 
Intelligence and Public Engagement 
modules will be released to provide a 
fully integrated platform with a POLE 
store       
                                                                                                                                                                                                                                                      

 
 
 
 
 
 

 

4 3 12 DOR Sept 2017 – Mr Newton - Phase 1 - Version 5.2 is due for release in November 2017 
and will provide a range of system enhancements. Work is underway by the Connect 
Support Team to evaluate how these changes will positively impact on Lancon’s use 
of the system.  
Further exploration is also ongoing to understand the system development work 
being undertaken by Northgate to deliver a more intuitive user experience. 
 
Strategic discussions also continue between Lancon and Northgate to further 
enhance the platform and remove unnecessary data collection and processes. This is 
being supported by reviews of other commercial products and Durham’s Red Sigma 
to compare and contrast systems.     
 
Oct 2017 – Mr Newton – No further update. 
 
 
 
 
 
 
 
 
Phase 2 - Work is on-track on the system installation and back record conversion of 
data from legacy systems. The training needs analysis is being reviewed following 
feedback of the suitability of the training for Phase 1 and a Learning Mgt System has 
been acquired to provide a more flexible approach to be taken to learning. 
Risk score remains unchanged at 12.      
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13 USB Devices 
(Added April 2016) 
 
risks with devices being connected 
into network and clicking on links 
within emails or on internet pages 
 
- potential corruption or loss of 
sensitive data 
 
- serious malware attacks across UK 
police forces 
 
- resulting in access to national 
systems including PNC & email being 
cut off for days 
 
 
 
                                                                                                                                                                                                                                                      

 
 
 
 
 
 
 

3 4 12 DOR Aug 2016 - E. Newton - Constabulary networks continue to be at risk from staff 
connecting unauthorised devices.  A breach could seriously impede ability to operate & 
protect the public.  Sept 2016 - E. Newton - project team assembled to progress the role 
out of the Lumension functionality & installation of Windows firewall. Dec 2016 - E 
Newton - Lumension 'whitelisting' capability being tested across a number of support & 
functional depts to ensure no significant operational impact. Further firewall resilience 
being developed, ISO guided.  
                                                                                                                                                                                                                       
Feb 2017 - E. Newton - Following successful testing the whitelisting process is now being 
incrementally undertaken under the ISO in tandem with deployment of Microsoft 
Firewall protective software to all desktop devices - South will be first to have software 
installed as part of phased approach. Will take 2-3 mths to complete due to complexity.   
                                                                                                                                                                                                                                                 
July 2017 - A. Emberton - Agreed with Mr Cosh that now we understand what EMSS does 
we will sit down & draft proposals as to how to use the application & put forward 
recommendations. To go through ICT/PSD SMTs, then through TMB/SMB process. 
 
Sept 2017 - E Newton – The IVANTI EMMS (End Point Mgt System) has been procured & 
installed on Constabulary network. EMMS provides greater analysis & transparency of 
the network, its applications and devices. It highlights overall level of vulnerability. It is 
able to identify, permit and bar devices, ensure patching regime of non-Microsoft 
software is up-to-date, QA existing regime & update applications when required. It will 
allow us to manage & resolve a number of known issues currently unsighted on.  
 
Mr A Emberton devised draft implementation proposal, now circulated (Sept ’17) to key 
stakeholders seeking authority to follow a 5 part process for deployment of EMMS: 
 
(1)          Application control ( to ensure we are running the latest versions of software )  
(2)          Device control – barring of unapproved devices  
(3)          Patching & Remediation – quarterly scan of entire network & a regime of 
housekeeping (patch deployment) will be undertaken      
(4)          Control of CD/DVD drives – making drives read only unless special case exists   
(5)          Control of .exe files – prevents unauthorised download & installation of software  
 
Once approval for this proposal has been obtained Phase 1 will begin immediately. 
 
Oct 2017 – Mr Newton – No further update. 
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14 Crime Data 
Integrity 
(Added November 2016) 
 
HMIC have conducted unannounced 
Crime Data Integrity (CDI) 
Inspections. 
 
The inspection has highlighted some 
areas for improvement within our 
systems. 
 
 
 
                                                                                                                                                                                                                                                      

 
 
 
 
 
 
 

4 3 12 ACC 
Spec 
Ops 

4 year program will include revisits to Forces which have been inspected. Different from 
previous inspections as sample is statistically significant to the Force, with 16 point 
judgement criteria to be graded against. A negative report will indicate that Lancs is 
failing victims of crime. Profile of Crime Recording needs to be increased, this will involve 
the Force Crime Registrar / team, SMT from Contact Management & Divisional Staff. Also 
include Demand Analysis. SPOC’s allocated in Divs, IIU being reviewed by Demand 
Analysis, On-going reviews by the Data Audit team.  
                                                                                                                                                                                                                                                                                                                                                           
Findings of Aug ‘16 inspections incorporated into our processes and practices. Connect 
phase 2 (Oct 2017) will generate NCRS compliant crime report before officers deployed 
to an incident. IIU needs to be redesigned. Staff awareness of NCRS is key.   
                                                                                                                                                                                                                                                                                                               
July 2017 - C. Wilkinson - HMIC have now conducted their unannounced CDI Inspection 
from the 19th June until 19th July & the Hot Debrief was conducted on the 27th July with 
their findings. Full report will be published in Nov ‘17.  
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              
Aug 2017 - final report due in November. Indicated that we will be graded between 
'inadequate' & 'requires improvement'. Following de-brief crime recording at first point 
of contact has been re-introduced in FCR. Anticipated recommendations taken from de-
brief report: too many failures to make correct crime-recording decision at first 
opportunity due to process issues, lack of understanding of recording requirements, 
limited supervision to correct decisions early on. Varying levels of understanding around 
obligation to record crimes disclosed by 3rd parties. Recording of crimes during DV 
incidents is an issue. Gap identified relating to risk based auditing, there is insufficient 
capacity to audit to degree & frequency that would reassure the force that crime 
recording is at an acceptable standard. Erica Fisk producing an action plan. 
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15 Hate Crime / 
Incidents 
Associated 
with Article 50 
(Added March 2017) 
 
Following on from concerns 
regarding the impact of Brexit and 
invoking Article 50, there is a concern 
regarding the low reporting levels of 
hate incidents and crimes from our 
communities.  
 
Increasing confidence to report and 
understanding the reasons behind 
under reporting within our Places  is 
a  priority for PCC and CC 
 
                                                                                                                                                                                                                                           

 
 
 

3 4 12 ACC 
Spec 
Ops 

Mar 2017 - Added to register. Actions: 1. Identify a lead/owner. 2. Identify a process to 
monitor & address local concerns, which includes FIU, Corporate development (Hate 
crime) & BCU representatives. 3. A reporting mechanism back into force.     
                                                                                                                                                                       
May 2017 - There have been no further reported issues with Hate Crime, since Brexit and 
article 50 were initiated.  
 
July 2017 - Hate crime has risen over the last 4 months. 141 hate crimes in June 2017. 
15% rise over first quarter of 2017 compared to last quarter of 2016. Still concern about 
under-reporting. Evidence based research being conducted on under-reporting by Leeds 
Uni. Consideration to be given to increases linked to terrorist activity. 
                                                                                                                                                                                                                                                                                                                                                 
Aug 2017 – Number of hate crime offences in Lancs has remained over 100 for 5th month 
running - 123 offences recorded in July. Estimated 20% increase over the year but 
average over month was under 4 crimes a day. Satisfaction continues to rise month on 
month.  
 
Oct 2017 – Sept - lowest levels of hate crime recorded in the last 5 mths (101) reported 
(under 3 offences per day on average for the whole force). Satisfaction levels continue to 
slowly rise with the highest rate recorded in September since Aug ‘16 for Whole 
experience and Follow Up at its highest since Apr ‘16. This bucks the trend in satisfaction 
against the other groups. DCS Clarke as force investigations lead is scoping work to 
improve outcomes & quality of service; Erica Fisk the crime registrar is conducting a 
second CDI check on hate crime reporting. HMICFRS has announced it will inspect forces 
on hate crime in 2018 as well as a joint police & CPS hate crime inspections focused on 
disability. 
 
November 2017 – October saw 102 hate crimes being reported across the force. 
Satisfaction levels continue to slowly increase.  Hate Crime Awareness Week was focused 
on internal awareness raising including recording & increasing victim satisfaction. DCS 
Clarke has identified BCU DI’s with responsibility for hate crime investigations. The CDI 
review conducted by Erica Fisk has highlighted a number of issues both with the 
Communications Room and front line that were addressed during training on Friday the 
17th of November. 
 
On the 8th of November HMICFRS requested the data return from forces for competition 
by the 29th of November prior to any inspection in 2018. 
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16 ESN – 
Emergency 
Services 
Network 
(Added August 2017) 
 
 
 
                                                                                                                                                                                                                                           

 

3 4 12 DOR Aug 2017 - Added back onto the register - current activity towards transition to ESN is 
divided into two areas: 
 
Regional Programme of readiness – during the reporting period Enrolment Usage 
Conditions have been reviewed and signed, the Enrolment Framework agreement has 
been developed and will be submitted by 31/08/19. The North West has also been 
designated as a ‘pathfinder’ area and the terms of reference for this are now being 
finalised with ESMCP (national ESN programme).  
 
Force Control Room readiness for ESN – work to procure an updated ICCS is at an 
advanced stage. Force requirements have been released to Capita and the Capita 
proposal has been received. It is anticipated that an order will be placed by the end of 
August 2017 for implementation by April 2018. Impact on business needs to be unpacked 
- new equipment, financial costs, training, readiness, etc. 
 
At August TMB Supt. Newton said full ESN implementation only expected in 2022. 
 
Oct 2017 – Mr Newton – No further update. 
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